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ABSTRACT

Information and Communication Technology (ICT) has become an integral part of the lives of
many people today. In the business scene, ICT has been embedded into the fabric of many
organizations. The modern business environment is highly dynamic and is characterized by
increased competition and changing employee and customer demands. Emerging technologies
such as Cloud Computing, Mobile Computing and Bring Your Own Device (BYOD) have
shifted the trajectory of how Information Technology (IT) is consumed. This shift has resulted in
a phenomenon referred to as IT Consumerization. Proliferation of mobile devices such as smart
phones and tablets has led to a notable shift in the way organizational resources are accessed by
employees. Organizations are now adopting BYOD which allows employees to use their
personal devices to access sensitive organizational data both within the organization and
remotely. The greater capability and flexibility that these cutting-edge devices offer make them
popular among many employees especially the younger generation. Adoption of BYOD by
organizations presents various benefits such as increased employee productivity, better customer
service and increased efficiency. Government agencies in Kenya are increasingly adopting the
BYOD concept in line with the Government’s digitization program aimed at increasing
efficiency of Government services and as a cost-cutting measure. However, the biggest challenge
to successful adoption is the security of sensitive data. BYOD adoption presents data security
risks such as loss of data, data leakages, distributed denial of service (DDoS), malware and other
vulnerabilities. Various Government agencies have in the recent past experienced cyber-attacks
from criminals targeting sensitive and confidential information stored by these agencies. Recent
cyber security reports have also identified Government agencies as the most vulnerable
organizations in terms of cyber security risk. Despite the increased security risks brought about
by BYOD adoption, Government organizations continue to implement traditional security
frameworks which may not address the unique vulnerabilities brought about by BYOD. It is
therefore important to identify the specific risks and challenges facing BYOD adoption in
Government organizations and to review the frameworks that have been put in place by these
organizations to address these challenges. The study identified these challenges, reviewed the
effectiveness of the existing frameworks and developed an enhanced holistic framework that
would ensure secure BYOD adoption. This would enable the organizations to enjoy the benefits
of BYOD while at the same time ensuring that the security of sensitive data is not compromised.
The target population for this study was the ICT experts, administrators, or managers in 90
government agencies in Kenya. The study results would be useful to government organizations
including the Ministry of ICT and other policy makers and IT professionals because it pointed
out the specific issues or risks facing BYOD adoption in Government and recommended possible
solutions to these challenges through a multi-layered security framework.

Key words: BYOD, Mobile Virtualization, IT Consumerization
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AUP
BYOD:
DDos
DoS
ERP
IAM
IAP
IFMIS
ICT

IT
IPRS
MAM
MDM
NAC
PDAS
RBAC

SaCCOs

ACRONYMS AND ABBREVIATIONS
Access Application Control

Acceptable Use Policy

Bring Your Own Device

Distributed Denial of Service

Denial of Service

Enterprise Resource Planning System
Identity and Access Management

Internet Access Policy

Integrated Financial Management Information System
Information and Communication Technology
Information Technology

Integrated population registration system
Mobile Application Management

Mobile Device Management

Network Access Control

Personal Data Assistants

Role Based Access Control

Savings and Credit Cooperative Societies



BYOD

Cloud computing

Ecitizen

E-procurement

lhub

IT Consumerization

ITax

IT Infrastructure

M-PESA

NailLab

DEFINITION OF TERMS

the policy of permitting employees to bring personally owned devices
(laptops, tablets, and smart phones) to their workplace, and to use those
devices to access privileged company information and applications.

the practice of using a network of remote servers hosted on the Internet to
store, manage, and process data, rather than a local server or a personal
computer

Official Digital payments platform that enables Kenyan citizens , residents
and visitors access and pay for government services online

the Dbusiness-to-business or business-to-consumer or business-to-
government purchase and sale of supplies, work, and services through the
Internet as well as other information and networking systems

a globally recognized organization that is deeply steeped in the local tech
innovation culture

The blending of personal and business use of technology devices and
applications.

a web-enabled and secure application system that provides a fully-
integrated and automated solution for administration of domestic taxes.

an enterprise's entire collection of hardware, software, networks, data
centers, facilities and related equipment used to develop, test, operate,
monitor, manage and/or support information technology services.

a mobile money transfer service from Safaricom limited, a mobile
operator based in Kenya.

a business incubator that offers an entrepreneurship program focusing on
growing innovative technology driven ideas.
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CHAPTER ONE
INTRODUCTION

1.1 Background to the study
The modern business environment is highly characterized by the use of advanced technologies as

a key component of an organization’s business model. A robust technology infrastructure has
become a vital component of an organization’s fabric. Rapid changes in technology have
revolutionized the way in which organizations operate and therefore necessitating the need for
impeccable information management frameworks in these organizations. The field of
Information Technology continues to witness tremendous developments and their subsequent
adoptions. There are various trends and emerging issues, which include Cloud Computing,
Mobile Computing and Bring Your Own Device (BYOD) which continue to change the way IT
is consumed, usually referred to as IT Consumerization. In the recent past, there has been a
notable shift in the way organizational resources are accessed by users. The proliferation of
mobile devices like smart phones, laptops, palmtops and tablets has led to many corporate
organizations allowing their employees to bring their own personal devices to work and even
access corporate and often sensitive data as opposed to the traditional arrangements where
corporate IT departments used to provide company-owned devices for use and only at the
designated workplace. This arrangement is called Bring Your Own Device (BYOD) (IBM, 2012;
(Leavitt, 2013; Gheorghe & Neuhaus, 2013). Deloitte (2013) also defines BYOD as the use of
employee-owned devices to access corporate content and the enterprise network. People are now
able to enjoy the benefits of high-quality computing at their palms due to cloud-based

applications and mobile devices.



In this rapidly growing trend, employees want to be able to perform both personal and work-
related tasks using any devices and in any place. Through BYOD programs, employees have the
liberty to purchase devices that meet their specific personal and work-related needs and use them
in the workplace to perform various tasks (Citrix, 2013). These personal devices are also used by
the employees to access corporate data from outside the organization’s environment. Well
implemented BYOD programs allow employees to use their own devices to access sensitive

corporate data at work through company IT infrastructure (Li, Peng, Huang, & Zou, 2013).

The explosive adoption of mobile computing in the recent past has been attributed to the falling
prices of mobile devices such as smartphones and tablets. These devices are also increasingly
being adopted because of their ability to support a wider range of applications. In addition, the
design of corporate networks today is characterized by mobility which therefore makes Wireless
Local Access Network enabled devices more popular among employees (Namisiko, Sakataka &
Sugut, 2015). Globally, the number of mobile devices continues to grow exponentially. By the
end of 2018, it is estimated that there will be more than 10 billion mobile devices in the world
(Namisiko, Sakataka & Sugut, 2015). A mobile statistics report by the Radicati Group, also

estimates that every business user will have about 2 mobile devices by the end of 2018.

2014 2015 2016 2017 2018

Worldwide Mobile Users (M) 5,674 5,808 5,945 6,085 6,228

Total Mobile Devices* (M) 7,733 8,627 9,628 10,825 12,165

Mobile Devices Per Business User 1.36 1.49 1.62 1.78 1.95

Figure

1.1: Worldwide Mobile Users vs. Mobile Devices, 2014-2018; Source: The Radicati Group, Inc



Kenya is recognized as a leader in the advancement and adoption of technology in the East
African region and in the continent as well. The country is often referred to as the ‘Silicon
valley’ of Africa. According to the Communications Authority of Kenya, the country is among
the African countries that have the highest mobile and internet penetration (Communications
Authority of Kenya, 2017). The country is also known for pioneering revolutionary applications
such as M-PESA mobile money transfer service which has now spread to several countries in the
world. The presence of ICT innovation hubs in the country such as iHub and Nailab which have
successfully incubated several revolutionary ICT startups and attracted the attention of the world

underscores the position of the country as Africa’s Tech capital.

Mobile technology has therefore been embedded into every-day life of individuals, especially the
younger generation. This technology savvy generation is enthusiastic about the greater capability
and flexibility that mobile devices offer as well as the sense of fashion that comes with it (Trend
Micro, 2012). Organizations are keen to leverage on the advancements in technology to increase
their competitive advantage through increased employee productivity, better customer service
and increased efficiency (Ernest and Young, 2013). This makes a good case for adoption of
BYOD. Employees are able to bring cutting-edge devices that they are more familiar with into
the workplace and enjoy using them to perform assigned tasks (Cisco, 2014). A study conducted
by Mbalanya (2013) on the drivers of BYOD adoption by firms listed at the Nairobi Securities
Exchange identified efficiency and improved productivity as the main reasons why the firms
adopted BYOD. Other benefits of BYOD adoption include the fact that it offers employees
flexibility to work at any time unlike the traditional office hours, cost savings in terms of
expenditure on purchase of devices and boosting the morale of employees (Company85, 2014;

Kamau, 2013).



The BYOD concept and trend has been fuelled by the greater capabilities these mobile devices
especially tablets and smart phones have become compared to the recent past. This great
processing power has encouraged workers to use them to perform complex tasks and assignment
at their work places. While there are enormous benefits that enterprises derive from this adoption
like cost saving and employee motivation and retention, there is a downside which is
introduction of new security challenges. Madden (2013) terms this situation as a ‘double-edged
sword’ because it involves striking a delicate balance between the benefits of this emerging trend
and the security risks that come with it. This need for a balance calls for the implementation of
robust policies to govern the deployment of BYOD in order to avoid compromising the security

of sensitive company information.

BYOD in Government Organizations in Kenya

Kenya Cyber Security report of 2015 ranked government organizations as the most vulnerable
group in terms of cyber security risk (Serianu, 2015). In the report, the ranking of other sectors in
order of their cyber security risk is as follows; banking, financial services, manufacturing,
Savings and Credit Cooperative Societies (SaCCOs), telecommunication, insurance, retail,
hospitality and professional services. In the recent past, the public sector has implemented
various technologies in a bid to improve service delivery, enhance efficiency and eliminate
avenues of corruption. Government systems such as IFMIS, E-procurement, E-Citizen, iTax, and
IPRS contain huge volumes of sensitive data belonging to Kenyans and the government. This
sensitive data include personal information, government expenditure management and reporting,
immigration data, land registries and tax-related data among others. Some of the government
systems even have the capability to approve payments and transfer funds from the exchequer.

However, despite the huge cyber security risks that these government information systems face,



investment in information security is still limited (Serianu, 2015). The adoption of BYOD in
government institutions therefore makes the situation even more critical because criminals can
use employees’ mobile devices to infiltrate government information systems and access sensitive

data.

The ministry of devolution and Arid and Semi Arid Lands in Kenya reported a cyber-security
case where unknown people used stolen credentials to access the system and approved fraudulent
tenders (Serianu, 2015). In the same year, a similar incident was reported in Garissa County
where illegal payments were approved in the system using stolen credentials of senior staff
members. Chinese hackers were also arrested in the country and found with sophisticated
hacking tools (Serianu, 2015). In April 2016, a cyber-attack at the ministry of Foreign Affairs,
about one terabyte of data including emails, security data and trade agreements were stolen and
leaked. The Integrated Financial Management Information System (IFMIS), National
Environment Trust Fund, as well as the Immigration services systems may have also been
affected (Serianu, 2016). The fact that such information security breaches have occurred in the
past points to the need for a robust security framework that takes into account all possible

sources of security risks.

In February 2017, the government through the ministry of ICT announced that it is set to move
away from acquiring equipment in large scale to BYOD programme for its civil servants (CIO
East Africa, 2017). According to the Ministry, the programme would allow employees to acquire
devices that they can use for both government and personal work. Successful implementation of
this program would require a robust BYOD policy that would address privacy and security

concerns for both the government and the civil servants (CIO East Africa, 2017).



1.2 Problem Statement
Government agencies are increasingly adopting the concept of BYOD in line with the

government’s digitization strategy. However, the adoption of BYOD is a double-edged sword
providing various benefits on one side whilst presenting serious security risks on the other
(Madden, 2013). According to the Kenya Cyber Security Report of 2015, government agencies
were ranked first in terms of cyber security risk. Government information systems contain very
sensitive and confidential information that is continuously being targeted by cyber criminals

(Serianu, 2015).

In a BYOD environment, there are various security challenges facing corporate data that result
from great use of employee owned devices. These challenges include the fact that manufacturers’
security techniques are not mature enough (Leavitt, 2013), mobile devices come in very many
open mobile platforms and Operating Systems making them more vulnerable (Salem et al, 2008).
Furthermore, the devices being personal make it more difficult for IT departments control them
and that traditional security frameworks like use of passwords and firewalls continue to exist in
BYOD environments despite the additional challenges or security complications that BYOD
devices introduce (Constantino et al., 2013). The devices may also get lost or stolen therefore
jeopardizing the security of sensitive government information because unauthorized persons may

gain access through the stolen mobile devices

These security loopholes often result in malicious attacks, data leakages, and distributed denial
of service among other vulnerabilities (Morrow, 2012). There is therefore, an urgent need to put
in place a holistic security framework in government agencies that clearly addresses the specific

risks that are inherent in BYOD programs.



Existing literature on BYOD especially in the Kenyan context focuses on organizations such as
Universities, Banks, Insurance Companies, Manufacturing companies and the hospitality sector.
Very little attention has been given to government agencies by researchers yet these are the most
vulnerable organizations in terms of cyber security risk. The study therefore sought to address

this gap by focusing on BYOD in Kenyan Government agencies.

1.3 Main Objectives
The study had the following main objective:

To develop a framework for enhancing security of corporate data in a Bring Your Own Device
(BYOD) Environment.

1.4 Specific Objectives
The study had the following specific objectives:

i. To identify the extent of BYOD adoption in Government agencies in Kenya and
review the existing BYOD security frameworks and related security challenges.
ii. To design a BYOD security framework based on the findings from objective i above.
iii. To develop a holistic BYOD security framework that would guide Government
agencies in securely adopting BYOD.

iv. To validate the developed framework.

1.5 Justification of the study
The recent reports of malicious attacks targeted at government agencies call for concerted efforts

to address the huge risks that face government information systems. The adoption of BYOD by
various government agencies increases the risk of attacks and the possibility of sensitive data
landing on the wrong hands. Government agencies hold huge volumes of sensitive information
whose security needs to be guaranteed at all times. It was therefore necessary to clearly identify

the specific risks and challenges that government agencies face in regards to BYOD and to



provide solutions to these challenges through a holistic framework that will enhance security of
information systems and allow secure adoption of BYOD in Government organizations. The
limited literature on BYOD adoption, challenges, risks and security in the public sector points to
the need to focus BYOD research efforts on this sector. Therefore, it was important to carry out
this study because it would go a long way in addressing the bottlenecks of secure BYOD

adoption in the public sector and other sectors as well.

1.6 Significance of the Study
The public sector has been identified as the most vulnerable sector in terms of cyber security risk

(Serianu, 2015). As the government continues to invest in information technology as a key driver
of its Vision 2030 development blueprint, cyber security risk stands in the way of realizing the
full benefits of digitization in government agencies. The government is also increasingly
adopting BYOD programmes in the public sector as a cost-cutting measure as well as other
benefits such as increased employee productivity, flexibility of working hours, and employee
motivation especially among the younger generation public servants. However, the biggest
challenge for these organizations remains how to successfully implement BYOD while at the
same time ensuring that the security of information stored in their information systems is not
compromised (Namisiko, Sakataka & Sugut, 2015). This study would therefore be immensely
useful to government organizations including the Ministry of ICT and other policy makers and
IT professionals because it pointed out the specific issues or risks facing BYOD adoption in
government and recommend solutions to these challenges through a framework that would

ensure secure adoption of BYOD.



CHAPTER TWO

LITERATURE REVIEW
2.1 Introduction

Bring Your Own Device (BYOD) is an Information Technology trend where employees in an
organization are using their own private devices like laptops, tablets, and mobile phones to
manage corporate data wherever they may be (Millard, 2013). This new mantra has empowered
employees to innovate their way of working using the technology of their preference. This
implies that employees can choose and buy the device they like and uses them in the office to

access corporate information.

The primary motivation for adopting BYOD concept is that they save on acquisition costs and
even boost morale for employees, which boosts productivity. Also, the concept makes employees
flexible and attractive, which increases employee retention in organizations that have adopted
them (Mahesh & Hooter, 2013). Employees would much like to use the devices and applications
of their choice as well as their software and cloud services of their choice. The convenience of
using the device and software one is comfortable with is vital to creating the best employee-

working environment.

This chapter discusses the literature on the concept of the BYOD. The study explored the
existing literature on the extent of BYOD adoption as well as the security challenges that

accompany this concept. The study also explored and review the existing security frameworks.

2.2 The Prevalence of BYOD in Government Agencies

The use of personal devices for work commitments is generally considered to be inevitable
across all industries worldwide, which includes government agencies (Leavitt, 2013). Although

government agencies have not been recognized as hotbeds of technology, their retro status has



convinced employees to bring their own devices to workplaces. This early adoption of BYOD in
public-sector companies has allowed employees to use personal devices to access company data.
Either the employees select the device of their choice from a catalog of authorized services and

devices or they are given the liberty to use their own devices at their work places.

2.2.1 BYOD in Government Agencies around the World

In the world stage, according to a report by Cisco (2012), BYOD has become an inevitable
concept, and the only challenge is in the management of BYOD. The use of BYOD has enabled
organizations to embrace this flexibility through choice to push employees to use specific
devices and services for work purposes. In the survey of government agencies by Cisco (2012),
there is a prevalent trend of the use of BYOD across parastatals and government companies.
According to the data, 58% of government workers use their own devices and smartphones for
work purposes without consideration of the specific devices the government supports. This data
implies that despite the government specification, these employees use their devices for work

without consequences.

However, in the same data, some government officials allow this to happen. The desktop service
director at the provincial government department in Canada described that they see more demand
for tablets because the government does not offer them, they allow. The report shows that 25%
of tablet users and 16% of smart phone users did purchase their devices from a list of authorized

devices from their government agencies.

In the US, a report survey by Lookout (2015), 50% of federal employees use their devices to
access work-related email, and 49% use these devices to download all their work documents.

Though this is just an example of huge volume data movement from work accounts to personal
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accounts, government organizations, should strive for control and visibility over the changes of

its data (Lookout, 2015).

2.2.2 BYOD in Kenya

In Kenya, the BYOD concept has been incited by the increase in competition in the mobile
telecommunication industry. In a report by the Communications Authority of Kenya (2016),
telecommunications market leader Safaricom has been collaborating with various mobile
manufacturers to push demand for mobile, and tablet devices through to its 25.1 million
subscribers on 3G and latest 4G network. The flooding of mobile devices with latest operating
software technology affects the usage of these personal devices in workplaces, which includes in

government agencies.

Data from the Kenya Cyber Security report (2016) indicates that approximately 62% of
government agencies in Kenya have allowed the use of BYOD. In Tanzania, 61% of government
organizations allow the BYOD usage for work accounts. This statistic implies that government
employees can access critical and sensitive social and economic information from their devices.
The extent of BYOD in government agencies is very high and is becoming a force that cannot be

ignored (Serianu, 2015).

2.3 Security Challenges facing BYOD adoption

Despite the benefits of BYOD in companies, there are many security risks associated with the
concept. BYOD has become a double-edged sword. The increase in the number of smart phone
owners has led to the rising adoption of BYOD in many organizations, which could pose a threat
and act as a gateway for hackers to access confidential information. The security breach through
hackers is a global problem whose solution is constantly being sought through enterprise security
frameworks and regulations.
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In the research survey of the United States by Lookout (2015), 18% of federal employees in
several government institutions claimed to have encountered malware problems on their devices,
that is, tablets and mobile devices, and government approved devices. Despite this encounter
rate, it was noted that 49% of all federal employees did not have any security applications on

their devices to counter the malicious malware.

According to the Kenya Cyber Security Report (2016), despite the high levels of investments in
information technology and automated processes in government agencies in Kenya, there are no
security frameworks to contain the cyber threats brought about by the BYOD concept. This
statistic alone confirms that the government is vulnerable from cyber-attacks through BYOD. In
2016, the Ministry of Foreign Affairs suffered from cyber attacks where 1 terabyte of data was
stolen, which included sensitive information. Several government programs were also
compromised including the Immigration and Registration of persons, the National Environment

Trust Fund, and the Integrated Financial Management Information System (IFMIS).

Traditional security mechanisms like passwords, firewalls, and antivirus no longer serve to
assure the security of corporate information in a scenario where employees own and have total
control of their devices. This is due to the fact that BYOD presents a problem from within the
enterprise and not without as has been the case earlier. According to Gessner et al., (2013), one
of the main security challenges of BYOD is the risk of loss of data or loss of the device which
can lead to sensitive data landing in the wrong hands. In addition, BYOD can result in bandwidth
strains as well as cyber-attacks targeted at the organization’s information system through the
mobile devices. Sensitive data leakage, malware and distributed denial of service (DDoS) have

also been identified as the key security risks posed by this emerging trend (Morrow, 2012).
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Data leakages may occur as a result of malicious use of the mobile device by an employee,
vulnerabilities of the applications within the devices and remote access to an organization’s
information system through an employee’s mobile device. Lack of proper training among
employees on the organization’s security framework as well as the reluctance by the employees
to back up data have also been identified as causes of data leaks (Armando et al. 2014).
Distributed denial of service is likely to result from malicious attacks as well as vulnerabilities
within the organization’s network that can be exploited by attackers. According to Miller et al.
(2012), one of the key concerns of BYOD is the privacy of personal employee information.
Since employees use their personal devices at work, the devices contain both personal and
corporate data and, therefore, it is difficult to effectively implement strict security controls on

BYOD devices (Ghosh, Gajar & Rai, 2013).

According to Constantino et al. (2013), nearly half of organizations that have allowed employees
to bring their own devices and use them in the workplace or allowed them to connect to the
organization’s environment have reported an actual or attempted data breach. These data
breaches have dire consequences because they often involve litigations, severe costs and loss of
customer trust (Harris & Patten, 2014). A research by Ernest and Young (2013) that top four
challenges or concerns for BYOD are Mobile device security, data breach security concerns,
mobile data security concerns and mobile application security concerns as shown in the chart

below. Ernest and Young established many other challenges and concerns.
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“What are the challenges or barriers you face in deploying BYOD programs?”
(Select all that apply)

Mobile device security concems

Data breach security concems

Mobile data secunty concems

Mobile application security concems

Difficulty integrating with back-end corporate systems
Controiling employee usa of mobile applications
Obtaining executive stakeholder sponsorship

Costof help desk support

Addressing country-specific regulations

Expense of implementing and maintaining applications

Addressing industry-specific regulatory requirements
(e.g., financial services, heaithcare)

Justifying the ROI for BYOD programs
Costof training

Mobile application development costs

Figure 2.1: BYOD challenges with security concerns at the top (Forrester, 2012)

To tackle the security challenges that government agencies face, the study discussed the various
sections that BYOD security aspects connect them. The BYOD concept faces security challenges
from its strategy and policy frameworks, the security threats can also be internal from its
employees, and the security threats can also originate from the technical infrastructure of the

BYOD and the government agency’s databases.

2.3.1 BYOD Strategies and Policies
According to Li et. Al. (2015), BYOD programs and policies are helpful in empowering

employees to choose the best devices for use when working with them. The BYOD policies and
frameworks encourage employees to be flexible with their work. The primary purpose of the

strategies is to allow employees to use BYOD without risk of sharing the sensitive government
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information and save on costs for the agencies through allowing employees to use their preferred

devices rather than providing the very same devices on the agency’s budget.

Research by Thielens (2013) concluded that having a secure and scalable BYOD strategy and
policy is a critical requirement to manage the risks that the BYOD concept may introduce when
the devices are lost or stolen, or even after employee termination. Policies in this research
indicated the consequences and protocols that an agency should follow on in case of the three

scenarios mentioned above.

Among the challenges in security due to adoption of BYOD is that there are no policies in place
for most organizations, including government agencies to govern the use of BYOD for access of
confidential company details and documents (Matinde, 2015). The effect of this gap in policies
will raise the insecurity levels in government agencies and opens up the government databases to

cyber attack and other cyber threats.

According to the Kenya Cyber Security report (2016), 41% of all the companies in Kenya with
BYOD concepts have developed BYOD policies to control BYOD devices. The lack of the best
BYOD policies and practices is a high risk that organizations take in cybersecurity. The report
recommended that every company should develop specific BYOD policies to monitor their usage
as the first line of defense. The first step is scoping, which defines the extent of any BYOD
program. Lack of a BYOD policy will not limit the extent that a personal device can reach when

dealing with sensitive information.

2.3.2 Employees of Government Agencies
Companies can be under siege from their employees particularly those who can bypass their

current systems, and define its protocols (Matinde, 2015). Disgruntled employees can use their
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gadgets to get access to unauthorized information from government agencies. This information
can be sold in the dark web to the highest bidders from the comfort of their living room. The sale
of sensitive information from the government is espionage and is considered treason against the

country.

In the Kenya Cyber Security Report (2016), the risk due to the high percentage of employees
with personal laptops, PDAs, smartphones having multiple access to databases, email accounts
and applications makes the threat a significant challenge. The need for government organizations
security strategies to address this challenge is a key priority. The report continued to mention that
employee threat can be caused by revenge, blackmail, and competitive advantage because the
other main reason for this challenge is substantial is that employees already have access to the
government agencies’ systems. Therefore, the possibility of detection is very low since some of

them may be well versed with the systems security protocols and can cover their tracks.

According to a research by Olalere (2015), another BYOD security challenge brought about by
employees is data leakages. Data leakages occur when access to an organization’s data by
employees is shared with the public without the consent of the organization. Such employee-
driven BYOD risks are difficult to control due to the personal devices access. This security threat
is also related to social engineering. Social engineering occurs when employees leak vital data
because a third party manipulates them into sharing their passwords and credentials. This threat
poses a threat to BYOD concept in organizations.

2.3.3 BYOD Infrastructure challenges

The BYOD infrastructure involves software applications, wireless connections, and mobile
phone services, which allow BYOD concept to function in workplaces smoothly. Hormazd

(2014) found that wireless capabilities have been on the rise thus increasing security threats to
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information security. The study noted that malware attacks can be implemented through rogue
access points by an attacker into the BYOD infrastructure. This poses a danger to a BYOD
environment. Another mode of attack through wireless capability is through a BYOD device,
which has accessed a malicious website. The report explains that the smart device that has

accessed such sites can be used to access an organization’s server using a malicious code.

Watch Guard (2013) found that another challenge to the BYOD infrastructure is the lack of
enough insight into the corporate networks. The absence of strong IT support to manage BYOD
devices affects BYOD security. Lack of network support gives time for espionage cases and
cyber-attacks enough time to get away without a trace in the system. For the organizations that
lack IT management, there is no visibility into operations of the BYOD devices in and out of the
organizations. The lack of log files and reports reflects the absence of the devices on the
company’s database, which results in the companies being powerless when managing BYOD

because you cannot protect what you do not know.

In the report by Watch Guard (2013), the study described the risk that must be addressed from
the adoption of BYOD concept. The study mentioned that there was too much risk of data loss
from using mobile devices. Since BYOD devices include smartphones, there should be tight
security because they are the most easily accessed and encrypted devices. For government
agencies, the loss of sensitive data from the databases makes it a target. Since the device are
mobile, they can be easily stolen, and after encryption, the information can expose government
agencies and damage the reputation of the agency or may even be costly when it involves
litigation. Another device-specific challenge for BYOD is the risk of a malware attack via the
mobile devices. Several smartphones lack anti-malware software, which exposes the

organization's data when the mobile devices access confidential information. According to
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Watch Guard (2013), such malware, which includes Trojan horses, keyloggers, and viruses can
be used to capture user passwords, steal data, crash computers or servers, and may even delete
sensitive information. The research further explained that the malware can widely spread the
damage to the company by providing entry points for a hacker or also sometimes interrupt

business practices.

In the National Institute of Standards and Technology (NIST) report (2011), unknown third-party
mobile applications and software can be downloadable by the employees. The threat introduced
through mobile apps and software is a DoS attack. A DoS attack is a coordinated attack on the
company’s service provision center on the network, which can be initiated through an

application. The DoS attacks the entire system, which makes it a threat to adoption of BYOD.

2.4 Existing BYOD Security Frameworks
Various BYOD security models have been suggested by researchers who have developed

frameworks that act as guides for implementation of BYOD. The following measures have been

implemented in various companies to address specific challenges:

2.4.1 Mobile Device Management (MDM)
MDM tools are used to give aid to organizations on how to control mobile devices, in the BYOD

concept, to the company’s network infrastructure. The MDM tools lock down the mobile
devices, wipe out data remotely or locally, encrypt the devices and are even used to enforce
policies for all connected devices. The MDM tools are beneficial because they enable the
organization to monitor, protect and control the BYOD mobile devices, which addresses the
security threats from the BYOD concept. The MDM tools manage passwords, installs digital
certificates on the mobile devices for authentication, monitoring installed applications, and

enforce security settings when necessary.
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Hernandez & Choi (2014) found that MDM tools offer access to a secure presence in BYOD
mobile devices with Android operating systems that allow organizations to provide encryption
and have automatic access control to the employees’ smartphones. In support of this research
was Ghosh et. Al. (2013) whose report suggests the MDMs are useful when monitoring BYOD
mobile devices. He further suggests that the MDM tools generate reports of all the connected
devices, and their software and applications. Also, they have the capability of profiling and filing
all the activities from these BYOD smartphones. The report discusses how due to their capability
of automatic access control, MDM tools can restrict a BYOD user from downloading and

installing specific applications and software, which do not meet the company’s security requests.

There are several MDM tools in the online market, which are used by organizations to monitor
control, and protect BYODs. According to Dahlstrom & Difilipo (2013) who reviewed but a few,
Divide MDM solution is the best BYOD solution regarding deployment, ease of use and its
features. Its setbacks include the fact that they only support iOS and Android smartphones only.
AirWatch MDM solution is the complete product whose features include a separate MDM, file
management, mobile control service, and an integrated console delivered in the organizations’

location or from the cloud.

In a report by Rhee et. Al. (2012), MDM tools use the exchange of certificates in a particular
company’s BYOD to communicate with the MDM agents installed in their mobile devices to
allow these devices to access a company’s databases and confidential data. The report further
explains that MDM is useful in enforcing access rights, trigger remote data wipes on stolen
smartphones, update software and applications, support VPN connections on BYODs, provide

activity reports, and conduct anti-malware scans. MDM solutions are very valuable for
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companies to implement BYOD strategies and frameworks swiftly, in a centralized and

simplified manner.

2.4.2 Network Access Control (NAC)
NAC is a tool which controls the devices that connect to the company’s network infrastructure.

This tool is useful in maintaining security from cyber-attacks through the company’s network
access points. The Network Access Control model limits the number of connected devices,
regulates permissions of access and denies unrecognized BYOD devices access to the
organization’s internal network. The Network Access Control ensures there is a low probability
of data leakages from the company’s network, reduces company-wide malware infections to

other infrastructure components, and other cyber-attacks.

According to a report by Dell Inc. (2015), other Network Access Control variations perform the
same role as the NAC in a customized manner. The Identity and Access Management (IAM),
which is a variation of NAC, applies the same protection protocols but is customized to devices
used for access controls in a network. The IAM can also manage to allow single sign in and
separation of duties. Similarly, the Access Application Control (AAC) is installed on

smartphones to perform identity access control functions for software and applications.

2.4.3 BYOD Security Framework
The BYOD Security frameworks are guidelines that are made to govern and manage BYOD

implementation. Each framework is made specific to their environment or company. According
to Zahadat et. Al. (2015), the BYOD security framework is divided into seven stages to create a
framework that manages the BYOD concept in a particular company. The phases include; one,
planning, in which one identifies its users and resources that they have to access. In this phase,

one is also required to understand the concept of the business or company.
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The second phase is identifying, in which the devices are registered, undergo approval, and
provided with an appropriate security certificate. The third stage is protection, in which the
information held within the BYOD devices is given protection. In the fourth phase, detection, the
organization is required to protect, and react to intentional or unintentional threat level events
that were identified. The fifth phase, response, requires that the organization respond to the
identified threats, by either erasing data, deleting malware, or seclusion of the device that is

infected.

In the sixth phase, recovery, the company must be able to recover completely from the attack
event, by confirming the safety of the confidential data and return to normalcy after the
intentional or unintentional attack. The last phase is assessment and monitoring, where the
company investigates the competence level of the BYOD security program and continuation of
the supervision of the BYOD frameworks. The whole framework can be represented by the

figure below.
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Figure 2.2 BYOD Security Framework (Zahadat et. Al., 2015)

The figure illustrates the seven phases incorporated with the three pillars of a BYOD concept:

the organization’s employees, the BYOD policy, and the BYOD infrastructure.

In their study, Titze et. Al. (2013) designed a BYOD framework that allows the organizations to
run automated security checks that are tailored to the specified security requirements of the
company, on the BYOD devices applications and software. The framework program runs parallel
to the public application markets and does regular checks to confirm the presence of applications
that are allowed by the company on employee’s BYOD devices. The BYOD framework also
includes plug-in installations that run security services to scan for malware, unknown

configurations, and misbehaving applications.

22



2.4.4 BYOD Privacy & Culture Governance Framework
The BYOD privacy and culture governance framework is the BYOD implementation framework

that maps the company’s culture and privacy concerns in an agency. Selviandro et. Al. (2015)
concluded that the mapping is done to develop a BYOD policy, which is prescribed to the
following components; ensuring that the company culture and privacy are unaffected after a
security framework is implemented. The first component is to determine the culture within a

company from employee experiences.

The second component is to outline the features of the company’s culture into specific concerns.
The third component of the privacy and culture framework is to identify the privacy concerns
that apply to the organization and incorporate in the BYOD framework policies. The fourth
component is to highlight the personal and employee specific concerns regarding their privacy

and include in the framework policies (Selviandro et. Al., 2015).

The fifth component when making policies according to the report is that a company should
conduct a valuation based on the employee privacy concerns to ensure employee satisfaction in
the formulation process. The sixth component in the formulation process is the development of
the BYOD policies, which take into account the valuation concerns, and the final component is
the implementation of the management control about the company’s culture and privacy wishes
(Selviandro et. Al., 2015).The following figure is a representation of the BYOD privacy and

culture governance framework.
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Figure 2.3: The BYOD Privacy & Culture Governance Framework Components (Selviandro et.

Al., 2015)

Gheorge & Neuhaus (2013) noted that BYOD privacy frameworks aim to protect the employees’
and users’ privacy within the company’s internal networks and protects them from the outside
with a vision of allowing communication between the management and employees in the
company. The report designed and evaluated a concrete privacy program called Privacy-
Preserving Accountability for personal Devices (PriPARD) for BYOD smartphones used in the
corporate environment. The privacy mechanism worked by enabling a slight trade-off between
monitoring data in a network and maintaining privacy within the BYOD concept communication

in the company environment (Gheorge & Neuhaus, 2013).

The works of Werthmann, Hund, and Davi (2013) who addressed the open problem also
supported the study by Gheorge & Neuhaus (2013). Their research produced a program based on
the BYOD policy that ensured there were no privacy leaks and simultaneous strengthening of the

BYOD security framework against runtime attacks on iOS mobile devices. The BYOD security
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framework ran on a program designed and implemented similarly to the PSiOS, which is a tool

that features a BYOD policy enforcement framework for the iOS.
2.4.5 Enterprise and BYOD space BYOD Security Framework

The main purpose of the Enterprise and BYOD space BYOD Security Framework is to enhance
the security of an organization in a BYOD environment (Wang, Wei, and Vangury, 2014). The

framework comprises to two main arms, i.e. the BYOD side and the Enterprise side.
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Figure 2.4: Enterprise and BYOD space BYOD Security Framework (Wang, Wei, and Vangury,

2014).

In the BYOD side, the framework provides for separation of personal data from corporate data as
well as protection of organizational data while the Enterprise side addresses the management of
devices and corporate resources.
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2.4.6 High level BYOD Management Framework

Fani, von Solms and Gerber (2016) developed the High Level BYOD Management framework

after their review of the literature identified gaps in the existing frameworks. They noted that the

existing frameworks were not adequately aligned with eight important characteristics of BYOD

security namely risk identification, stipulation of security requirements, consideration for the

organizational context, analysis of BYOD devices, contextualization of employee role, IT

administration in the organization, existence of a BYOD policy, and compliance with the BYOD

security policy. The High level management framework involves four phases i.e. analysis of the

problem, design, evaluation of the designed solution against the objectives, and the

diffusion/finalization phase (Fani, von Solms and Gerber, 2016).
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Figure 2.5: High level BYOD Management Framework (Fani, von Solms and Gerber, 2016).
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2.4.7 BYOD framework for a management system
Brodin (2015) developed the BYOD framework for a management system whose objective was

to provide a strategic approach to information security for an organization that adopts BYOD.
The framework involves three main steps namely analysis, design and action. In the analysis
step, an organization that is adopting BYOD identifies the strategic objectives of the organization
including the information security objectives. In the design step, the organization updates the
existing policies and implements new ones that are in line with the information security
objectives. Finally, the action step involves risk assessment and implementation of the
information security strategy (Brodin, 2015). However, this framework does not consider the

specific BYOD related security challenges and does not emphasize on compliance.
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Figure 2.6: BYOD framework for a management system (Brodin, 2015).
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2.4.8 BYOD Policy Framework for Educational Institutions
In developing a policy framework for adoption of bring your own device (BYOD) by institutions

of learning in Nigeria, Oluranti and Sanjay (2016) came up with a policy framework that has five

main elements. The framework is shown in the figure below.

Figure 2.7: BYOD Policy Framework for Educational Institutions (Oluranti& Sanjay, 2016).

The device policy involves the selection of devices allowed to access the organization’s
resources. Highly restricted device model involves specifying specific devices while the flexible
model allows users to bring any devices without restrictions. The user policy involves user
authorization, user education and training while the data security policy involves device
registration, data separation, VPNs, data encryption, enabling remote access and password

management. The mobile learning policy involves the use of mobile device functionalities to
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support learning. Finally, the liability policy involves agreements on the settlement of bills

incurred in the course of using BYOD (Oluranti& Sanjay, 2016).

2.5 Review of BYOD Security Frameworks
Despite the existence of these BYOD security frameworks to protect BYOD devices and

sensitive information from cyber-attacks, each of the frameworks has its own limitations. Based
on existing literature, the study reviewed each security framework against their goals and

primary objectives.

The primary goal of the NAC is to protect the internal network from entry of malware and access
of cyber-attacks from rogue access points. However, the NAC cannot single-handedly detect
malicious activity, and once the infected applications enter the internal network, the NAC will
have little control over the resulting damage and actions. A report by Dongwan et. Al. (2015)
notes that other limiting setbacks of the NAC include that there is increased strain on the IT
administrators who monitor the network traffic. The research was complemented by the works of
Pell (2013) who notes similar downfalls of the NAC including the fact that Application Access
Control (AAC) is prone to dismissal by employees because of its intrusive nature of access

control in the company network.

MDMs are also a controversial BYOD security framework. According to Hormazd (2014), the
MDM security framework subjects all smartphones applications, software, and data to security
protocols that it enforces. The security protocols are an endpoint, access control solution, which
is mainly a reactive measure. Therefore, the lack of preventive measures still exposes the mobile
devices to inappropriate use if they are stolen or lost. Koh et. Al. (2014) complimented these
findings and added that the other controversial issue that MDMs security frameworks faced was

rejection by employees due to their restrictive nature and their invasion of privacy security
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protocols that the BYOD owners surrender. According to Leavitt (2013), the MDMs security
frameworks can be laborious during maintenance due to the constant variation in the number of

connected devices, and the regular updating of BYOD devices.

The BYOD security frameworks, as well as BYOD privacy and culture frameworks are also
limited by how strongly the administering organizations enforce them. Morrow (2012) found
several reasons may limit the effectiveness of the BYOD security, privacy and culture
frameworks. General negligence of the organization, human error during implementation, and
failure in compliance to the BYOD security framework policies may contribute to security
breaches and loss of intellectual properties. The research by Thomson (2012) supported these
findings and added that auditing, compliance, and agreements to the BYOD policies that are not
specific to an organization are prone to resistance by employees who have malicious intent or

who disagree with the frameworks.

Knowledge gaps

Following the literature survey, the following is a summary of the similar previous works done
by various authors in this area, their findings, identified knowledge gaps and strategies used to

address the identified gaps:
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Table 1: Previous works, findings, knowledge gaps and strategies to address gaps

SIN | Research | Study focus Findings Knowledge Gap(s) Strategy

0
er(s)

1 Hernand MDM tools offer access to a secure frameworks may Data
ez & | Mobile Device presence in BYOD mobile devices face rejection by separation
Choi Management (MDM) | with Android operating systems employees
(2014)

2 Dongwa | Network Access NACmodel limits the number of NAC cannot single- | Use NAC in
net. al. Control (NAC) connected devices, regulates handedly detect with MDM,
(2015) permissions of access and denies malicious activity MIM and

unrecognized BYOD devices MAM

3 Zahadat | BYOD Security BYOD security involves Planning, BYOD education, BYOD

et. al Framework Identification of devices, Protection, sensitization Data education
(2015) Detection, Response, Recovery, separation not strategies &
Monitoring & Evaluation addressed. Data
separation

4 Selviandr Protects the employees’ and users’ Employee role and Role based
oet. Al BYOD Privacy & privacy within the company’s internal | user access controls,

Culture Governance networks and protects them from the | management not employee

Framework outside with a vision of allowing considered. involvement,
communication between the User access
management and employees in the management
company. Ensures that the company tools and
culture and privacy are unaffected policies
after a security framework is
implemented

5 Wang, Enterprise and BYOD | The BYOD side of the framework Remote data Data
Wei, and | space BYOD Security | provides for separation | data . monitoring not monitoring
Vangury | Framework addressed and remote
(2014) wiping;

6 Fani, von | High level BYOD The High level management Specific risk Specific risk
Solms Management framework involves four phases i.e. management tools & | management
and analysis of the problem, design, Data separation also | tools & Data
Gerber evaluation of the designed solution not addressed. separation will
(2016) against the objectives, and the be included.

diffusion/finalization

7 Brodin | BYOD framework for | Involves 3 steps; analysis, design and | Does not emphasize Strict

a management system | action. on compliance. compliance
(2015) monitoring

8 Oluranti | BYOD Policy Deals only on policies leaves out infrastructure

& Sanjay | Framework for infrastructure requirements
Educational requirements to be included
Institutions
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2.6 Theoretical framework

P. Norman, H. Boer, and E. R. Seydel (2005) developed the Protection Motivation Theory
(PMT) which illustrates how fear influences changes in attitude and behavior. In understanding
the security challenges or reasons why organizations have not adopted BYOD, PMT helps bring
out the concept of security threats and risks. According to the theory, the adverse consequences
of failing to take recommended actions are referred to as fear appeal. Cognitive appraisal then
triggers protection motivation which creates attitude change. At the protection motivation stage,
the person evaluates both the threat and the decision to cope. Threat evaluation or appraisal
involves comparing the maladaptive behavior and the severity of the consequences. On the other
hand, coping involves taking actions to remove the threat which involves analyzing the cost of
the action/response, efficacy of the action/response and self-efficacy (Norman, P; Boer, H; and

Seydel, E.R, 2005).

Perceived vulnerability

Protection motivation

Self-efficacy

Figure 2.8: Protection Motivation Theory (Norman, P; Boer, H; and Seydel, E.R, 2005)
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Making inference from PMT, organizations’ assessment of the potential security risks and the
likelihood of occurrence of the risks may slow down the adoption of BYOD. The fear of these
risks may also lead organizations to take preventive measures to reduce or remove or reduce the
threat. These preventive actions may involve doing away with BYOD completely or bearing the

costs of security measures to guard against BYOD security risks.

2.7 Conceptual framework of the developed BYOD security framework

Having reviewed the existing literature, the study identified the key elements that are essential in
securing corporate data. Firstly, the security and integrity of mobile applications is an essential
component that ensures that there is no unauthorized access to sensitive corporate data.
Secondly, information security policies have to be developed and enforced to ensure that strict
guidelines are in place to secure the corporate network through acceptable use of resources,
secure access to the internet as well as secure use of BYOD devices. Another critical element in
securing corporate data is User Access Control and Device Identification. It is important to
effectively control access to the corporate network and to identify each device that accesses the
network. This can be done through password management, user agreements, and encryption

among other tools.

Enhancing the security of corporate data also involves carrying out effective and continuous
training and sensitization of all users. This will raise awareness on a continuous basis on the
importance of information security, the users’ role in securing corporate data, new security
threats, and the security measures put in place by the organization. Monitoring and protecting
corporate data is also an essential factor in enhancing information security. Organizations have to

monitor access to corporate data on a real-time basis and have the capacity to detect and take
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quick proactive and reactive actions whenever a security breach occurs. In addition, corporate
data should also be separated from personal data so that street security measures are imposed on

corporate data without infringing on the privacy of BYOD users.

Adequate software, network and hardware infrastructure is also vital in implementing a robust
information security framework. An organization should have a proper financial and
sustainability plan that ensures that resources are available and that the implementation of the
framework is sustainable. However, a good security framework is characterized by low resource
consumption. Having implemented an information security framework, it is also important to
ensure that there is continuous monitoring and evaluation of every component of the framework
to ensure strict compliance to policies, continuous review, and making adjustments where
necessary to enhance optimum performance of the framework. The conceptual framework for

this study is summarized in figure 2.6 below.
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Responsibilities Secure BYOD Adoption
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Device Management & Controls:
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“»user agreements
«»Passwords
“+MDM, NAC

Organizational Resources

Data Protection, Monitoring
«Data wiping
«»Backups
VPN,

«+Data Separation . . .

Independent variables Intervening variable Dependent Variable

Figure 2.9: The conceptual framework of the developed security framework
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2.8 Features and objectives of a BYOD Environment secure for Corporate Data

Based on the Literature review and surveys carried out, the following are the desired goals of a
Secure BYOD Environment for BYOD.

Tablel: Features and objectives of a BYOD Environment secure for Corporate Data

S/NO | Functionality How it was achieved in the developed Framework
1 Corporate Data i. Cryptography and VPN
Monitoring and ii. Data Wiping (Locally and Remotely)
Protection iii. Creating Mobile Data Backup
iv. Locate or lockout the device remotely
V. Mobile Information Management Tools
Vi. Desktop Virtualization models
vii. Integrated data security plan
2 Security Policy i Internet Access Policy
Enforcement ii. Acceptable Use Policy
iii. BYOD Policy
iv. Regular audits and policy review
3 Mobile i Certifications and Signature
Application ii.  Trusted Downloading from controlled locations
Security and iii. Mobile Application Management (MAM) tools
Integrity iv. Blacklist & White list Approaches
V. Risk Management/Assessment
4 Non-intrusiveness i Intrusion detection systems
ii. Network Access Control (NAC)
iii. Firewalls
5 Space Isolation Data separation
6 User Access i Password Policies
Control and ii. User agreements
Device iii. Mobile Device Management (MDM) tools
Identification iv.  Authentication
V. Encryption of BYOD devices
Vi. Network Segregation
vii. Role-Based Access Controls (RBAC)
viii. Determining devices/platforms to be allowed
ix. Compatibility testing
7 Low Resource i Financial and sustainability plan
Consumption ii. Network Infrastructure plan
8 Training and i Regular sensitization of all users
sensitization ii. BYOD information portals
iii. BYOD education curriculum
iv. Operational/procedure manuals
9 Monitoring and i. Periodic audits
evaluation ii. Continuous review of policies
iii. Continuous improvement of controls
iv. Continuous BYOD education
V. Being up to date with new security measures and tools
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CHAPTER THREE
METHODOLOGY

3.1 Introduction
This chapter discusses the methodology that this study adopted. The chapter begins by discussing

the research design which details the logical and systematic steps for arriving at the answers to
the defined research objectives stated as described by De Vos et al, (2005). The main objective
and the specific objectives of the study have been outlined in chapter one. This chapter then
proceeds to show the methodological approach which describes the process of planning, design,
preparation, data collection, analysis and conclusion of this research study. The chapter then
discusses sample selection, questionnaire design, data collection, how data was analyzed, the

design and development of the framework and finally how validation was accomplished.

3.2 Research Design
A research design guides the researcher in carrying out the study and provides an implementation

framework which determines the planning of the study as well as the collection and analysis of
data (De Vos et al, (2005). The research design helps the researcher to get answers to the
research questions. Knight (2010) defines it as the architecture of the study which guides the

process of collecting and analyzing data and interpreting the output.
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The Research Process

This defines the path that was followed in order to achieve the goals and objectives of the study.
Figure 3.2 provides a conceptual schema of this research process.

Plan, Design and Prepare

| Define problem | | Define research | | Plan for
& Objectives Design Execution

v
Carry out literature
study Objective 1 ]

|

Carry out field survey
\
) [ Objective 2
Define & Design BYOD \

Security framework
\’/ ( )
Write/draw conclusion Objective 3
and validate \ J
\( \

Objective 4
End § J

Figure 3.2: Conceptual schema of the research process

This study adopted an exploratory survey in order obtain a deep understanding of the security
challenges facing BYOD adoption in government agencies. Through exploratory research, it was
possible to gain more insight on the research topic and enabled the researcher to delve deeper
into the phenomenon of interest (Mooi & Sarstedt, 2011). A survey approach was also
considered to be appropriate for this study because of the interest in answering the research
questions regarding BYOD adoption and security challenges in a population of government

agencies. A survey approach is extensive and accurately provides targeted results when
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administered appropriately (Mathiyazhagan, 2010). The survey was conducted using a

questionnaire which included both open-ended and closed-ended questions.

3.3 Population and Sampling

3.3.1 Population
The target population for this study was the ICT personnel or managers in the government

agencies in Kenya. The choice of ICT personnel as the targeted population was informed by the
fact that this group of people were at the core of information security management in their
organizations. Therefore, they were best suited to provide responses and insights that would be

useful in addressing the research questions.

3.3.2 Sampling
The study adopted a purposive sampling approach. According to Lee and Lings (2008),

purposive sampling is appropriate when the researcher needs to choose the respondents based on
how relevant they are to the specific research questions. Based on the research questions for this
study, only ICT personnel, or managers in government agencies and parastatals that have
implemented BYOD were selected. This was to ensure that the informants in the survey had the

competence and understanding of the research topic (Elbanna 2010).

3.3.3 Sample size
The survey was rolled out to participants (ICT heads) in government agencies which is a total of

around 200. Out of this number, a total of 90 were randomly selected for the study and only
those who indicate that they have implemented or tried to implement or are planning to

implement BYOD were considered for the study.
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3.4 Questionnaire design and data collection
The data collection technique for this study was the use of a questionnaire. The questionnaire

was designed to address each specific research question and included both open-ended and
closed-ended questions. Open-ended questions were useful in the exploratory study because they
allowed the researcher to obtain deeper insights into specific issues in the study. The inclusion of
both structured and unstructured questions is based on recommendations by Mooi and Sarstedt
(2011) that the degree of structure is an important consideration in designing a questionnaire. A

proper design enhances the validity and reliability of the data collected.

The questionnaire was administered through Survey Monkey online survey tool. The link to the
survey was sent to the respondents via email. Survey Monkey was convenient for the
respondents since all of them were IT savvy and allowed them to respond to the questions at
their own time and in an online environment that they are used to. The questionnaire included an
introductory letter (see appendix 1) that informed the respondents about the purpose of the
survey. The letter also highlighted the ethical guidelines that guide the study. Respondents were
assured that the information they provided would be treated with utmost confidentiality and that
it would be used only for purposes of the study in an aggregate form. Responses were not linked
to the individual respondents. The letter also provided contact details for the University in case a
respondent would need to inquire or raise an issue regarding the study directly to the university.
Once a respondent completes the questionnaire, the researcher would receive a notification from

Survey Monkey.

3.5 Data Analysis
The objective of this section was to organize the raw data into an easily manageable form and

apply statistical techniques to make inference through patterns and summaries (Mugenda

40



&Mugenda, 2003). Data from completed questionnaires were collated and checked for errors and
then tabulated for purposes of analysis. Frequency distribution tables, means and standard
deviation for the data were obtained in order to understand the distribution and tendency of the
data. Percentages were also obtained in order to present and interpret the responses for each
question. The results were presented in form of tables, graphs and charts and inference were

made from this output.

3.6 Design and Development of the framework
The study used the Design Science Research approach to design and developed the framework.

According to McKay, Marshall, Hirschheim (2012), design can be described as shown in the

diagram below:

Requirements
(Ideas)
DESIGN
(Ideas)

Provisions
PROBLEM \

Dasign activity oscillates between
clarilying obscurity in requirements and reducing
misfit between provisions (solution conjectures)

DESIGN and requirements until a 'satisficing’
SOLUTION solution emerges

Figure 3.3:McKay, Marshall, Hirschheim: The design construct in information systems design science. JIT

(2012) 27, 125-139
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CHAPTER FOUR
RESEARCH FINDINGS AND DISCUSSIONS

4.1 Introduction
In this chapter, the study presents the results achieved for each of the four objectives of the

study.

Objective number 1

The first objective of the study was to identify the extent of BYOD adoption in Government
agencies in Kenya and to review the existing BYOD security frameworks and related security

challenges.

To achieve this objective, analysis of data that was collected was carried out. The data was
collected through questionnaires administered through the Survey Monkey online survey tool.
The tool was chosen because it creates convenience for the respondents by enabling them to
respond to the questions at their own convenient time and in an online environment which they
are used to as IT personnel. As a result of this approach, the study was able to realize an average

turnaround time of fourteen (14) days on the responses.

The link to the online survey was sent through email to 90 respondents in Government ministries
and parastatals/agencies. Out of the 90 respondents targeted, 47 completed the questionnaire.
This represents a response rate of 52.2%. The response rate was within the recommendation
given by Mugenda and Mugenda (2003) that a response rate of 50% is adequate for carrying out
analysis and making conclusions in a study. Baruch (1999) also studied the average response

rates in academic studies and found that the response rates were between 48.4% and 55.6%.
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4.2 Demographic Information

4.2.1 Type of Government organization

Figure 4.1 below shows the composition of the Government organizations from which the study
received the responses. There were 8 respondents from ministries and 39 from government

agencies/parastatals.

Composition of the respondents by type of Government
organization

= Ministry = Parastatal/Agency

Figure 4.1: Composition of the respondents by type of Government organization

4.2.2 Role of the respondent in the organization

The study sought to establish the role or job title of the respondent in the organization in order to
ensure that the respondents were in positions that put them at the core of ICT operations or
Information Security in the organization. This was to enhance the reliability of the results. Figure

4.2 below shows a summary of the number of respondents and their roles.
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Respondents' roles

IT/ICT Support

IT/Systems Administrator

CIO/ICT Director/ICT Manager

Figure 4.2: Respondents’ roles

From the results in table 4.2 above, the highest number of respondents were Information Security
specialists followed by IT/Systems administrators. Chief Information Officer (CIO)/ICT

Director/ICT Manager roles had 9 respondents while IT support role had 7 respondents.

4.2.3 Age of the respondents

Age distribution

Baby Boomers (54 - 72 Years old) -
Generation X (42 - 53 Years old) -

0.0% 10.0% 20.0% 30.0% 40.0% 50.0% 60.0% 70.0% 80.0%

Figure 4.3: age/generational distribution of the respondents
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As shown in figure 4.3 above, 70.2% of the respondents were Millennials/Generation Y (Born
between the year 1977 and 1995) while 21.3% were Generation X (Born between the year 1965

and 1976). Only 8.5% of the respondents were aged above 54 years.
4.2.4 Level of experience of the respondents

The study also sought to understand the level of experience of the respondents in their current
role and in the ICT industry in general. Figure 4.4 and 4.5 below show the summary of the

results.

Number of years of experience in the current ICT role

25
20

15

10 - | -

0to 4 Years 5to 9 Years 10 to 14 Years 15 to 20 Years Above 20 Years

(€]

Figure 4.4: Number of years of experience in the current ICT role

The highest number of respondents had 10 to 14 years’ experience in their current ICT role while
the lowest number had more than 20 years’ experience. The mean number of years of experience

was 9.4 years with a standard deviation of 7.79.
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Number of Years of experience in the ICT industry
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10 . '
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Figure 4.5: Number of Years of experience in the ICT industry

The highest number of respondents had 10 to 14 years’ experience in the ICT industry while the

lowest number had 0 to 4 years’ experience.

4.3 Extent of Bring Your Own Device (BYOD) adoption

The first specific objective of the study was to identify the extent of BYOD adoption in
Government agencies in Kenya. In order to achieve this objective, the study sought various

responses from the ICT professionals and the results are presented below.

4.3.1 BYOD adoption

The study began by asking the respondents whether their organizations had ever implemented

BYOD. Figure 4.6 below shows a summary of the results.

46



Do you allow employees to use their own personal devices to
access the organization’s data?

= Yes = No

Figure 4.6: BYOD adoption

From the results in figure 4.6 above, 80.9% of the respondents indicated that their organization
allows or has ever allowed BYOD in the workplace while only 19.1% had not. This implies that
a large number of ministries and parastatals/agencies have allowed their employees to bring their

own devices to the workplace and use them to access organizational data or resources.

4.3.2 Reasons for not adopting BYOD

As a follow up on the respondents who had indicated that their organizations had not adopted
BYOD, the study sought to establish the reasons why this was the case. Figure 4.7 below shows

a summary of the reasons given by the respondents and the extent of each reason.
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Reasons for not adopting BYOD
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Mobile device Data breach There is no Regulatory Difficulty Lack of control
security risks concerns demand from constraints integrating over employee
employees BYOD to BYOD devices

company

systems

B No Extent HWSmall Extent B Medium Extent B Large Extent M Very Large Extent

Figure 4.7: Reasons for not adopting BYOD

From the results in figure 4.7 above, mobile device security risks and data breach concerns were
identified as the factors hindering the adoption of BYOD to a very large extent. The percentage
of respondents who indicated that these reasons hindered BYOD adoption to a very large extent
were 76.6% and 85.1% respectively. In addition, 21.3%, 14.9%, 57.4% and 36.2% of the
respondents also indicated that mobile device security risks, data breach concerns, lack of control
over employee BYOD devices, and difficulty integrating BYOD to company systems

respectively, hindered BYOD adoption to a large extent.

4.3.3 Potential benefits of BYOD adoption

The respondents also indicated the potential benefits of successful BYOD adoption in their

organizations. Figure 4.8 below shows a summary of the results.
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Potential benefits of BYOD adoption

50.0%
45.0%
40.0%

35.0%
30.0%
25.0%
20.0%
15.0%
10.0%

5.0%

0.0%

Increased Cost reduction Employee Better customer Ability to work
productivity and motivation service from anywhere
efficiency anytime

B No Extent W Small Extent ® Medium Extent M Llarge Extent M Very Large Extent

Figure 4.8: Potential benefits of BYOD adoption

From the results in figure 4.8 above, 48.9%, 48.9%, 31.9%, 25.5%, and 36.2% of the respondents
indicated that increased productivity and efficiency, cost reduction, employee motivation, better
customer service and ability to work from anywhere anytime respectively, were the potential
benefits of BYOD adoption a very large extent. The percentage of respondents who indicated
that increased productivity and efficiency, cost reduction, employee motivation, better customer
service and ability to work from anywhere anytime were the potential benefits of BYOD

adoption to a large extent were 44.7%, 31.9%, 36.2%, 34.0% and 25.5% respectively.

4.4 BYOD Benefits, Security frameworks and related security challenges
The second objective of the study was to review the existing BYOD security frameworks and

related security challenges in Government agencies/parastatals in Kenya. This section presents
the results relating to the security challenges or risks faced by the Government organizations that
have implemented BYOD, benefits that these organizations have derived from BYOD adoption

so far, and the security frameworks that are currently in place to address BYOD security risks.
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4.4.1 Duration since the adoption of BYOD

The respondents indicated the number of years that have elapsed since their organization adopted

BYOD. Table 2 shows a summary of the results.

Mean 5.5
Median 6
Mode 3
Standard Deviation 2.97
Range 9
Minimum 1
Maximum 10

Table 2: summary of the results

The maximum duration was 10 years while the minimum was 1 year. The mean duration was 5.5

years while the most common was 3 years.

4.4.2 Group/Level of employees that are allowed to access organizational resources through
BYOD and the devices they are allowed to use.

The study also sought to understand the group or level of employees allowed to use various
BYOD devices. The objective was to establish whether organizations restrict the use of particular
BYOD devices to particular groups or levels of staff. Figure 4.10 below shows a summary of the

results obtained.
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90.0%
80.0%
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60.0%
50.0%
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Level of staff vs allowed BYOD devices

Android Iphones Ipads Android Tablets Windows tablets  Laptops Blackberry
smartphones devices
= Top management m Middle-level management ® Lower-level management M Supervisors B Mobile staff m All Staff
Figure 4.9: Group/Level of employees and the BYOD devices they are allowed to use
Table3 also shows the percentage of respondents per BYOD device and per level of staff
Top Middle-level | Lower-level | Supervisors | Mobile | All
management | management | management staff Staff
Android smartphones | 21.3% 10.6% 8.5% 23.4% 31.9% | 4.3%
Iphones 21.3% 10.6% 8.5% 23.4% 31.9% | 4.3%
Ipads 21.3% 10.6% 8.5% 23.4% 31.9% | 4.3%
Android Tablets 14.9% 23.4% 12.8% 10.6% 34.0% | 4.3%
Windows tablets 14.9% 23.4% 12.8% 10.6% 34.0% | 4.3%
Laptops 0.0% 0.0% 0.0% 4.3% 10.6% | 85.1%
Blackberry devices 21.3% 10.6% 8.5% 23.4% 31.9% | 4.3%

Table3: percentage of respondents per BYOD device and per level of staff
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4.4.3 Extent to which employees access organizational resources using BYOD.

Extent to which employees access organizational resources using

BYOD
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Figure 4.10: Extent to which employees access organizational resources using BYOD

From the results in figure 4.10 above, the largest percentage of respondents indicated that
employees use BYOD to access IT support information and email information to a very large
extent. Biodata, customer information and procurement information is accessed through BYOD
to a large extent while financial information and company files are accessed through BYOD to a
medium extent. On sensitive government data, the largest percentage of respondents indicated
that employees do not access this information through BYOD. However, this was followed
closely by respondents who indicated that employees access the sensitive government data

through BYOD to a medium extent.
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4.4.4 Key drivers of BYOD adoption

Figure 4.11 Key drivers of BYOD adoption

Drivers of BYOD adoption

60.0%
50.0%

40.0%

30.0%

20.0% | ||

S TPEREL

| (N I n il &

Reduced Reduced costs Employee  Flexibility of Demand from Desire for Decision from Increased

infrastructure of purchasing motivation working hours young mobility  Management productivity
costs devices for employees and efficiency
employees of employees

B No Extent mSmall extent B Medium extent M Large extent W Very large extent

The largest percentage of respondents identified increased productivity and efficiency, flexibility
of working hours and reduced cost of purchasing devices for employees as the factors that drive
the adoption of BYOD to a very large extent. Reduced infrastructure costs, employee motivation,
demand from young employees, desire for mobility, and management decision were identified by

the largest percentage of respondents as drivers of BYOD adoption to a large extent.

4.4.5 Security incidents/challenges encountered since the adoption of BYOD.

The study also sought to establish the specific security challenges or incidents that the
government organizations have faced since adopting BYOD. This would form a basis upon
which the study developed and recommend a holistic framework to address the BYOD-related

security risks. The results are presented in figure 4.12 below.
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Figure 4.12 BYOD security incidents/challenges

BYOD security incidents/challenges
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The largest percentage of respondents indicated that theft of mobile devices, infection by virus
and attack of the corporate systems through the mobile devices had occurred to a very large
extent. Distributed denial of service, accidental loss of mobile devices, illegal access of corporate

systems through stolen passwords, and infection by spy-ware had also occurred to a large extent.

4.4.6 Measures put in place to address BYOD security risks

Figure 4.13 Measures put in place to address BYOD security risks
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Measures put in place to address BYOD security risks
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The largest percentage of respondents indicated that the security measures implemented to a very
large extent to address BYOD-related security risks include user agreements, firewalls, user

training, anti-virus/ anti-malware software, and regular updates on their software.

4.4.7 Need for a holistic security framework for BYOD adoption to guarantee the security
of corporate data

The study also asked the respondents whether they believed that there was an urgent need for a
holistic security framework to guarantee the security of corporate data in a BYOD environment.

Figure 4.14 below shows a summary of the results.

Figure 4.14 Summary results on the need for a BYOD security framework
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Do you strongly believe that there is an urgent need of a holistic
security framework for BYOD adoption to guarantee the security
of corporate data?

= Yes = No

As shown in figure 4.14 above, it is clear that a large percentage (85.1%) of the ICT
professionals strongly believe that a security framework that addresses BYOD-related security
risks is urgently required in order to enhance successful BYOD adoption and to guarantee the

security of corporate data. Therefore the aspirations of the first objective were clearly achieved.

4.5 Design and development of the Framework
In developing the BYOD security framework, the study considered the existing frameworks and

the security challenges facing BYOD adoption in government agencies as presented in section
4.4 above. The objective of the framework is to enhance secure adoption of BYOD in
government agencies so that these agencies can enjoy the benefits of BYOD adoption without

compromising the security of sensitive data that most of the agencies store.

4.5.1 Design of the Framework
Objective number 2

The second objective of the study was to design a BYOD security framework based on the

findings of the first objective.
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The design of the framework followed the Control Objectives for Information and Related
Technologies (COBIT) 5 process reference model developed by ISACA, 2012. The four key
pillars or steps of the COBIT 5 model include Planning, Building, Running, and Monitoring. The

COBIT 5 model is illustrated in the figure below

Align, Plan and Organise Monitor, Evaluate

nndAssess
APOD2 Mansge AP0O4 Manage w APOD7
--
m m

Build, Acquire and Implement

BAIG3 Manuge BANS Marage BAIO7 Manage
BAIOY Minage BAID2 Marage Soktions BANO4 Varage (rgasshenal BAIOS Manzge Change
Programmes and ﬂﬁ?netm Jostcatic m‘ Darge narsges Accaptan:

BAI08 Monage BAI9 BAI0 Mamage

Deliver, Service and Support

MEADS Moo

08802 Monage DSS05 Monage 08506 Mansge Evaluate and Assass

05501 Manage Servos equets DSSe3 Manage 0SS04 Manage Sae Business Wih
- el Ml W= G =

Processes for Management of Enterprise IT

Figure 4.15: The COBIT 5 Process Reference Model Management Domain (ISACA, 2012).

The COBIT 5 Process Model provides a comprehensive coverage of enterprise IT management
and incorporates both governance and management processes of IT in an organization (ISACA,
2012). The model is therefore suitable in the implementation and management of key IT
activities such as BYOD in an organization. The next section discusses the four phases of the

COBIT 5 Process Model in relation to the developed BYOD security framework.
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In developing this framework, the study considered the De Kock (2016) security framework as a
basis because it was the most current and had already incorporated elements from other
frameworks developed earlier. The study also adopted elements from the High Level BYOD
Management framework by Fani, von Solms and Gerber (2016), the BYOD Policy Framework
for Educational Institutions by Oluranti and Sanjay (2016), the Enterprise and BYOD space
BYOD Security Framework by Wang, Wei, and Vangury (2014) and the BYOD framework for a
management system by Brodin (2015). The study also incorporated the solutions to the findings

on security challenges facing BYOD adoption.

4.5.2 Development of the Framework

Objective number 3

The third objective of the study was to develop a holistic BYOD security framework that would
guide government agencies to securely adopt BYOD. To achieve this objective, the development

of the framework followed the four phases of the COBIT as illustrated below:

4.5.2.1 Phase 1: Planning
In the planning phase, the factors that need to be considered before implementing BYOD are

analyzed. In developing a security framework for BYOD adoption in higher education
institutions in South Africa, De Kock (2016) considered development of a BYOD policy,
Internet Access Policy and Acceptable Use Policy; Determining devices and platforms to be
allowed in BYOD, financial and sustainability plan, Mobile Device Management (MDM) plan,
and planning how to address inequality in accessing organizational resources. However, De
Kock (2016) did not include critical elements such as analysis of unique security risks and
requirements in an organization as in Fani, von Solms and Gerber(2016), employee/user

management as in Oluranti and Sanjay (2016) and Fani, von Solms and Gerber (2016), and risk
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vs benefit analysis. Figure 4.16 below shows the components of the planning phase in the
developed BYOD security framework which took into account the De Kock (2016) framework
and included the missing elements. Figure 4.16 below shows the components of the planning

phase in the developed BYOD security framework.

Risk vs Benefit analysis

Employee/user management plan

Identifying unique organizational risks and security requirements

Policy consideration (BYOD policy, IAP,AUP)

— Determine devices/platforms to be allowed
— Financial & Sustainability Plan
— MDM Plan

Figure 4.16: Planning Phase of the developed BYOD Security Framework
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BYOD Risk vs Benefit Analysis

Before implementing BYOD, government organizations need to carry out a risk versus benefit
analysis which involves comparing the possible benefits of adopting BYOD and the magnitude
of possible security risks that the organization will be exposed to upon adopting BYOD. This
was adopted from the BYOD framework for a management system by Brodin (2015). A cyber
security report by Serianu (2015) identified government organizations as the most vulnerable

organizations to cyber security risks. Some government organizations possess very sensitive



information that can easily land in the wrong hands. An organization-specific risk versus benefit
analysis of BYOD adoption will therefore help a government organization determine whether to
avoid BYOD completely, allow specific devices only, allow specific users only, or fully adopt

BYOD accompanied with additional security measures to safe guard the security of information.

Employee/User Management

According to the Kenya Cyber Security Report (2016), cyber security risks are higher when a
high percentage of employees with personal devices have multiple access to databases, email
accounts and applications. Matinde (2015) also noted that employees can bypass company
security protocols thus exposing the organization’s data to risk. According to Olalere (2015),
most data leakages in organizations are caused by employees. The findings of this study also
indicated that loss of sensitive information and attack of the corporate systems through the
mobile devices had occurred to a large extent. Therefore, an employee/user management plan is
a critical element of BYOD security framework. The plan would include determining eligibility

of an employee to use BYOD, registration of BYOD users, and user awareness/education plan.

Identifying unique organizational risks and security requirements

The extent of exposure to information security risks is different from one agency to another.
Every agency should therefore analyze the specific information security risks that it is most
vulnerable to. The analysis should include rating the severity of the risks as high, medium or
low. This analysis will determine various aspects of BYOD adoption such as the devices and
users to be allowed and security measures to be implemented. In analyzing the security

requirements, an organization should consider the risks to the organization’s information,
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regulatory issues concerning BYOD implementation, and organizational security requirements

(Fani, von Solms and Gerber (2016).

Policy consideration

As organizations plan to implement BYOD, it is important to develop various policies to
enhance secure adoption (Oluranti& Sanjay, 2016). These policies include an Internet Access

Policy, Acceptable Use Policy, and a BYOD policy.

Internet Access Policy (1AP)

In a BYOD environment, an Internet Access Policy (IAP) helps in management and governance
of an organization’s internet resource. It enhances responsible use of the internet by employees.
The policy should clearly state type of websites that employees are allowed to visit, and that the
organization has the right to block sites that may pose an information security risk to the
organization. Depending on the type of government organization, the IAP may also state that the
organization has a right to track employee’s activity on the internet while on the organization’s
network as an additional security measure. The 1AP should also describe the controls that may be
implemented by the organization to enhance security of its network, procedure for allowing
external third parties to access the organization’s network, responsibility for managing the

organization’s internet resource, and consequences for breaching the policy.

Acceptable Use Policy (AUP)

According to Green (2007), AUP guides in the management of information systems by outlining
what a user is authorized or prohibited to access, as well as the consequences for violation. Since

government information systems contain huge volumes of sensitive information, AUPs should
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clearly specify that ICT resources and information that employees are allowed to access are
strictly for purposes of executing their duties in the organization and not for any other purpose.
All first time users must sign the AUP before being allowed to access the organization’s

network.

Determining devices/platforms to be allowed

BYOD devices used by employees may come in many open mobile platforms and operating
systems hence making them vulnerable to security breaches (Salem et al, 2008). In addition, the
technology savvy generation, which accounts for most BYOD users is enthusiastic about the
sense of fashion, and greater capability and flexibility of the latest devices and therefore, they are
quick to purchase them and bring to the workplace (Trend Micro, 2012). Some of these latest
devices lack strong security architecture because they are still new in the market (Leavitt, 2013).
Government organizations should therefore determine a range of allowable devices and
platforms. In addition, they should come up with guidelines and recommendations to help their
employees when purchasing the devices. Minimum security requirements that must be met by
any device should also be provided so that employees consider them before purchasing a BYOD

device.

Financial and sustainability plan

Like other corporate organizations, government organizations strive to remain agile and up to
date in terms of technology. In order to sustainably adopt BYOD, government organizations
need to plan for the resources that will be required to achieve the goal. This involves planning for
adequate bandwidth, IT infrastructure and the necessary human resources to support additional

devices in the organization’s network to avoid overstretching the already existing resources and
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causing inefficiency (Probert, 2012). The organization should also develop a Business Continuity

Plan (BCP) which includes a disaster recovery plan and a contingency plan.

Mobile Device Management (MDM) plan/strategy

A Mobile Device Management (MDM) strategy is very useful in monitoring and managing
devices that connect to the organization’s network. An MDM solution can be used to control
devices remotely through a central management console. Using this solution, government
organizations can be able to track lost or stolen devices and lock them or wipe the data therein to

avoid sensitive data landing in the wrong hands.

Phase 2: Build

In the build phase, the organization should put in place the necessary software and network
infrastructure in order to facilitate the translation of the elements of the planning phase into
actual implementation (De Kock2016). Other activities in the build phase should include putting
in place the necessary platforms and prerequisites for BYOD education, procuring the required

tools/services, and implementing a data security plan.

Network Infrastructure

In addition to a Local Area Network (LAN), an organization should also consider a Wireless
Local Area Network (WLAN) to ensure that BYOD devices can connect to the organization’s
LAN anywhere within the organization. To enhance the security of WLAN, government
organizations should also ensure that they deploy a Virtual Private Network (VPN). In order to
avoid straining the network as a result of increased number of devices accessing the

organization’s network, the organization should also ensure that there is sufficient bandwidth.
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Controls should also be put in place to manage traffic and ensure fair usage. The organization
could also consider segmentation and role-based access controls (RBAC) to control access to the

organization’s servers based on an employee’s role.

Software Infrastructure

Adoption of BYOD presents increased information security risks that traditional security
software may not adequately address. The fact that BYOD devices used by employees may come
in many open mobile platforms and operating systems and that the devices may still be new in
the market and therefore lack strong security architecture, may present additional security
challenges (Salem et al, 2008; Leavitt, 2013). Government organizations should consider
developing or purchasing additional software applications such as MDM tools, Network Access
Control (NAC) tools, Mobile Application Management (MAM) tools, Mobile Information

Management (MIM) tools, and Desktop Virtualization models (Downer & Bhattacharya, 2018).

BYOD education platforms and prerequisites

As a prerequisite to BYOD education and awareness creation among employees in government
organizations, the ICT department should develop a curriculum that contains a detailed content
coverage to educate staff on BYOD security risks, the role of employees in enhancing safety of
organization’s data, BYOD security measures put in place by the organization, the organization’s

AUP and IAP, emerging issues as well as guidelines on devices to purchase.

The organization can also consider developing a mandatory training program that all BYOD
users have to go through quarterly or half yearly. In addition, the BYOD training material should

be made available in organizational portals such as the Intranet where employees can easily
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access. Organizations should also ensure that they have adequate operational manuals before

implementing BYOD in production.

Procurement

Having identified the required services, tools, hardware, software and other items, the
organization should then perform the necessary procurement processes based on the procurement

laws or policies.

Data Security

The organization should then implement its integrated data security plan in preparation for the
run phase. The data security plan incorporates the elements of the plan phase as well as the

software acquired with the aim of securing access to sensitive data in a BYOD environment.
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Figure 4.17: Build Phase of the developed BYOD security framework

4.5.2.3 Phase 3: Run Phase
Phase 3: Run Phase

In the run phase, the elements of the planning and the build phase are consolidated and executed
in production. This is the stage where employees are now allowed to start accessing
organizational resources using their own devices. Each element included in the planning and
build phases will serve a specific purpose with a common goal of guaranteeing security of
corporate data upon adopting BYOD. For instance, NAC will be responsible for device
registration, authentication, and controlling access to the network. MDM will be responsible for

monitoring and managing the devices that access the organization’s servers, MAM will be
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responsible for managing specific applications on the employee’s device, while MIM will be
responsible for safeguarding data integrity and administering encryptions. Compatibility of the
devices is also tested in the run phase before being configured to access the organization’s

network.

Another important element of the run phase is separating data in a BYOD device into a personal
category and corporate category (Wang, Wei, and Vangury, 2014). This allows the ICT
administrator to enforce controls and security measures on the corporate category without
causing too many restrictions on an employee’s personal data. In the run phase, the administrator
should also ensure that the organization’s network infrastructure is running efficiently and is

reliable.

=)

Figure 4.18: Run Phase: Consolidation and execution of the elements of Plan phase and Build

phase.

4.5.2.4 Phase 4: Monitoring
The final phase is a continuous phase where each element in production is monitored and

evaluated. It also involves ensuring that there is strict compliance to all BYOD-related policies
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and procedures, reviewing policies when need arises, continuously improving controls,

continuous BYOD education, and being up to date with latest BYOD security measures and

tools.
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Figure 4.19: The Monitoring Phase of the developed BYOD security framework

The four phases of the developed BYOD security framework are summarized below:
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Figure 4.20: The developed BYOD security framework (2018)
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4.6 Validation of the framework
Objective number 4

The fourth and last objective of the study was to validate the developed framework.

This section describes the process used to arrive at validation of the developed framework for
enhancing security of corporate data in a BYOD Environment. The model was built from the
analysis of the primary data and the information gathered from the literature. The primary data

was useful in defining the key blocks of the framework.

The primary objective of the validation was to gather feedback from ict expert focus group on
the framework for security of corporate data in a BYOD Environment, which is the ultimate aim
of this study. The developed framework was designed using design science approach (Henver,
2007) . There are three types of validation methodologies for such kinds of artifacts developed
using design science approach: plan, process and product validation (Verschuren & Hartog,
2005). The developed framework is best validated under Product validation since the prototype
has been developed and therefore validation will be looking at the final product: the Sowek

Framework.

The feedback provided the necessary feedback that helped in validating the framework. The
validation was carried out through a workshop involving a focus group of experts in the

information security sector.

4.6.2 Experts Focus Group Selection
The ICT focus group was selected from the department of ICT and Department of Computer

Science and Mathematics. The total number of staff in these two departments is 21 and out of

this number, a total of 7 were selected from the two departments. The selection was based on the
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staff role (for administrative) and area of specialization (for Academic). The selection was
deemed sufficient since the personnel in these two departments had the requisite expertise as it
has the workforce aware of the research area and had experience in the field of Information

security.

A cross-functional team consisting of Heads of Departments, Systems and Networks
Administrators as Information security officers were involved in the workshop. For the
workshop, structured questions approach was used so as to help in comparing and contrasting the

responses of participants in the workshop.

Validation Process

The developed framework was presented to the workshop participants after a brief introduction
to the topic of BYOD and explanation of the relevant problem. The components of the

framework were then explained to the participants.

Results of the validation workshop are summarized below.
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Figure 4.21: Average score out of 10 of the developed framework for each feature.

From the results in the figure above, it can be deduced that the developed framework as validated
meets the desired objectives to a large extent. The average score given by the ICT expert panel
was above 9 in all the functional areas except non-intrusiveness and low resource consumption

whose average scores were 8.9 and 8 respectively.

4.7 Summary of the findings
The main objective of the study was to establish a framework for enhancing security of corporate

data in a Bring Your Own Device (BYOD) Environment. In order to achieve this objective, the

study reviewed the existing security frameworks in government institutions and the related
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security challenges in order to develop a multi-layered BYOD security framework that unites the
existing frameworks in the literature and also takes into account the practitioners’ views,

experiences, awareness as well as the business needs.

The study found that government organizations in Kenya are increasingly allowing their
employees to bring their own devices to the workplace and use them to access organizational
data or resources. Increased productivity and efficiency, flexibility of working hours and reduced
cost of purchasing devices for employees were identified as the key motivations behind this new
trend. Reduced infrastructure costs, employee motivation, demand from young employees, desire
for mobility, and management decision were also identified as reasons for adopting BYOD. The
main organizational resources accessed through BYOD include IT support information, email
information, Bio data, customer information, procurement information, financial information and
company files. Sensitive government data is also accessed through BYOD although to a smaller

extent and by middle-level management and top management.

On security challenges or incidents that government organizations have faced since adopting
BYOD, the study found that theft of mobile devices, infection by virus or malware, attack of
corporate systems through the mobile devices, distributed denial of service (DDoS), accidental
loss of mobile devices, illegal access of corporate systems through stolen passwords, and
infection by spy-ware had been experienced. These security risks or challenges were hindering
the secure adoption of BYOD to a large extent. Some organizations that had already
implemented BYOD had chosen to stop the adoption completely as a result of these security
incidences. Others that were mulling the BYOD concept had later chosen to shelve the idea as a

result of the security risks that accompany BYOD adoption.
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The study also sought to establish the security measures that government organizations had put
in place in the BYOD environment. The study found that the existing measures include user
agreements, firewalls, user training, anti-virus/ anti-malware software, regular software updates,

Virtual Private Networks (VPN), and intrusion detection systems.
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CHAPTER 5
5.0 CONCLUSIONS, CONTRIBUTIONS AND RECOMMENDATIONS

5.1 Introduction
In this chapter, the study presents the summary of the findings followed by conclusions based on

the findings. It also presents policy recommendations by summarizing the developed BYOD
security framework and also presents suggestions for further research on this topic. Lastly, the

study will discuss the limitations of the study.

5.2 Conclusion
Based on the findings of this study, it is evident that BYOD is a concept whose time has come.

The numerous potential benefits of adopting BYOD are increasingly attracting corporate
organizations to this emerging concept. The Government of Kenya for instance, is increasingly
moving away from the traditional approach of purchasing devices for employees and instead
allowing employees to buy their own devices and use them in the workplace, in order to benefit

from reduced costs, increased efficiency and flexibility, and increased employee motivation.

However, this new concept is a double-edge sword. BYOD adoption indeed introduces new
security risks that organizations must be prepared to deal with. It was evident that organizations
were still implementing the traditional security measures only, despite the new security risks
introduced by BYOD. The numerous security incidents and challenges experienced by
organizations that had adopted BYOD implied that a security framework that addresses BYOD
security risks was extremely necessary. A review of the existing frameworks in the literature
pointed out various limitations and loopholes. It was therefore necessary to develop a security
framework that unites the existing frameworks in the literature and also takes into account the

practitioners’ views, experiences, awareness and business needs.

75



The BYOD security framework developed by this study considered the existing frameworks and
the security challenges facing BYOD adoption. The framework followed the pillars of the
Control Objectives for Information and Related Technologies (COBIT) 5 process reference
model developed by ISACA, 2012, which include Planning, Building, Running, and Monitoring.
The components of the planning phase include risk versus benefit analysis, user management
plan, identifying unique organizational risks and security requirements, policies, determining
devices/platforms to be allowed to access organizational resources, financial and sustainability
plan, and a Mobile Device Management (MDM) plan. The Build phase involves putting in place
the necessary software and network infrastructure in order to facilitate the translation of the
elements of the planning phase into actual implementation, putting in place the necessary
platforms and prerequisites for BYOD education, procuring the required tools/services, and
implementing a data security plan. In the run phase, the elements of the planning and the build
phase are consolidated and executed in production. Testing the compatibility of devices and
separation of personal and organizational data are also carried out in this phase. The final phase
involves monitoring and evaluation of every element of the framework. It is a continuous process
which ensures strict compliance, continuous review of policies and controls, continuous BYOD

training as well as being up to date with new measures and tools.

5.3 Contribution to the body of knowledge
The study contributed to the body of knowledge on this topic by providing empirical evidence on

challenges facing BYOD adoption in the public sector and the existing security frameworks that
have been put in place to address these challenges. Understanding the state-of-the-art provided a
basis upon which this study recommended a holistic framework that would effectively guide the

implementation of BYOD in the public sector.
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5.4 Recommendations

5.4.1 Recommendations for corporate organizations

The study recommends that corporate organizations that have adopted or are considering
adoption of BYOD should adopt and implement the developed security framework because it is
multi-layered and unites the existing frameworks and solutions. In addition, the framework takes
the existing security challenges and risks into consideration. While adopting this framework, the
study further recommends that organizations should tailor the components of the four phases of
the framework to their specific organizational and business needs in order to increase the

effectiveness of the framework.

5.4.2 Recommendations for further research

BYOD security requires continuous research and development. This study recommends that
further research should be carried out to refine or expand the developed framework further by
considering organizations in other sectors such as banking, higher education, telecommunication,

hospitality and healthcare.

5.5 Challenges and Limitations of the study
Access to information in government organizations was a major challenge in this study. The

level of bureaucracy in government organizations made it difficult to get the required

information from ICT experts/practitioners in these organizations.

The limitation of the study is that it only considered government organizations. Future research

should include other sectors as well.
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